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This column draws on US and Canadian experience and may include, with permission,
material from the ISMP Medication Safety Alert!, a biweekly bulletin published by the
Institute for Safe Medication Practices (ISMP), Huntingdon Valley, Pennsylvania.

TECHNOLOGY AND MEDICATION SAFETY

New health care technologies — including electronic
medication administration records, automated 

medication dispensing machines, robots, computerized
physician order entry, computerized decision support,
bar coding for dispensing and medication administration,
and personal digital assistants – have been advocated by
many to further the cause of medication safety. Anecdotal
reports indicate that it is reasonable to expect these 
technologies to reduce medication errors. However, 
critical evaluation of their beneficial impact on errors and
other adverse outcomes is lacking.1 We do know that
technology assists us “in organizing and making 
available information, in identifying links between pieces
of information, and in doing boring repetitive tasks,
including checks for problems.”2 Furthermore, technology
helps the user to rely less on memory, standardizes 
information, can decrease duplication of information,
and can be programmed with “forcing functions”. All of
these aspects can assist in preventing errors. 

Nonetheless, even as we await more data on the
impact of new technologies on medication errors, we
are introducing these technologies into practice. This
being the case, their potential applications and the 
consequences of their implementation need to be 
critically considered. First of all, how does a health care
institution choose among available technologies? The
Healthcare Information and Management Systems 
Society has reported that in 2003 the top technology 
priority of 287 chief information officers at hospitals and
other health systems in the United States was to “reduce
the medical errors and improve medication safety”.3 It
has been reported that close to 50% of errors occur at

the ordering and interpretation stage of the drug 
use process, whereas only 29% occur at the drug 
administration stage.4 Some suggest that most ordering
and interpretation errors are intercepted and corrected
by either pharmacists or nurses. However, other 
than the patient, who might be the ultimate safety 
mechanism, there are limited safeguards at the final
stage of the drug use process, i.e., administration of the
drug, and there may be little to prevent a caregiver from
administering the wrong drug or the wrong dose or
even giving a drug to the wrong patient. With these
issues in mind, and with a wish to manage medication
safety by implementing technologies closer to the
“receiving end” of the drug use process, policy makers
and health care executives are struggling to choose
between computerized physician order entry (CPOE)
and bar coding, since in most facilities, financial 
constraints prevent implementation of more than one
technology at a time. 

Ideally, every facility should have all possible 
technologies in place, but the reality is that health care
providers and executives need to make difficult choices
among available technologies; in addition, different 
disciplines have their own preferences and interests to
consider. For example, the choice of CPOE over other
technologies might take into account not only the cost
of the technology and its implementation, but also 
hospital-specific factors, the most significant of which is
the medical staff’s culture and acceptance of CPOE
(which entails certain changes to the prescribing 
process). In contrast, the addition of bar coding 
technology to drug administration involves being able to
scan the patient’s identification, the drug profile, and 
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the specific drug to be given, to ensure that the five
“rights” are verified: right medication, right dose, right
client, right time, right route. More players, including
technology vendors, pharmaceutical vendors, and
health care organizations themselves, need to be
involved in the application of bar coding than in the
implementation of CPOE. Other barriers to bar coding
include lack of standardization, problems with coding
related to product and label size, and lack of bar coding
for single-dose units.

The application of a technology on its own cannot
guarantee medication safety, but it can help us to 
standardize processes and consolidate information, and
it can identify errors and prevent them from harming
patients. However, these benefits will be realized only if
the technology is implemented and used properly. 

The following sections describe some of the critical
factors for success in planning for and implementing
new technologies.

Culture of Safety 
Achieving medication safety goals, including 

implementation of new technologies, requires an 
expenditure of effort and resources that should be 
considered worthwhile. This depends on a progressive
culture of patient safety and error reduction requiring
leadership at all levels and from within all disciplines.
Unfortunately, many organizations view technology as 
“a commodity, like plumbing, rather than as a strategic
resource that is vitally important to the delivery of care.”5

The necessary culture shift should be coordinated along
with implementation of both the new technology and
the programs that change the business processes of
health care delivery.6

Staff Buy-In
Staff members are the end users of any new 

technologies and as such should have some influence in
their selection and application. Both management and
front-line staff should be involved from the project’s 
beginning, at the planning stages, first exploring the 
relevant practice issues and searching for potential 
solutions, then identifying system requirements 
and selecting the appropriate product. During 
implementation, staff need to be involved in configuring
or customizing the product, performing usability and 
on-site pilot testing, and training users. 

System Integration
New technologies require full integration with other

related systems to produce their optimal effects. For
example, CPOE should have an appropriate interface
with the pharmacy system that verifies orders before

they are processed. In this regard, benefits can be
achieved through online access or an interface with
patient clinical data, where the disease state, laboratory
results, and vital signs can be used to guide the clinician
to the most appropriate therapy. CPOE can standardize
the medication ordering process by forcing legibility and
order completeness and by requiring the identification
of specific parameters, such as the generic drug name,
the dose, and the route of administration.6 An interface
with a clinical decision support program can then 
identify maximum doses and inappropriate routes of
administration for specific drugs and provide up-to-date
clinical information on the medications to be ordered. 

In the case of automated medication dispensing
machines and bar coding for medication administration,
the technologies should have an appropriate interface
with the pharmacy application’s patient profile. 
Automated dispensing machines should only allow
medications listed in the pharmacy profile to be
removed, except under strictly controlled circumstances.
For medication administration, bar code scanning of
patient identification and the unit-dose package would
automatically be compared with the pharmacy patient
profile and help to ensure that the right drug is being
administered to the right patient at the right time.

Critical Evaluation 
A failure mode and effects analysis (FMEA) of 

technologies under review for purchase and 
implementation will pinpoint and explore potential
problems with the technologies as they are intended 
to be used in the facility. This is a good way to identify 
and avoid or correct deficiencies. 

FMEA provides guidance as to which technology
platform and which vendor’s product is the best 
selection for the intended use. The same technology can
be applied in different settings, yet the ultimate success
and benefits of a particular technology will depend 
on a variety of implementation factors, including 
customization; available staff and training; application 
to the facility’s patient types, organizational culture,
practices, and environment; and overall level of support
within the organization. 

System Robustness
It is important to recognize that health care workers

can readily find ways to bypass systems when they
break down or are cumbersome to use. Yet “work-
arounds” that are not standard downtime procedures
can be hazardous and may introduce errors. Therefore,
technology should be reliable and easy to use. 
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Conversely, a technology should be flexible enough that
it can be customized for standard clinical practice in a
given facility, without requiring the end user to make
adjustments to “fit” the system. 

Training and Support
End users must be given adequate training when

new technologies are introduced into daily practice. The
training should include actual operations training to
reinforce training-room learning. Provision of adequate
support by both the vendor and in-house technical staff,
during implementation and thereafter, is critical. 

Conclusions
What do all these considerations mean to 

pharmacists? First, many health care technologies have 
a direct impact on pharmacy. Second, they are 
commonly related to the drug use process, in which
pharmacists play an important role. Therefore, 
pharmacists need to merge the issues of clinical practice,
patient safety, and technology within their work. To
maintain safe medication practices, pharmacists should
ensure that they, and the pharmacy department as a
whole, are fully involved in the decision-making 
and deployment processes for health care technologies
within their facility. 

References

1. Oren E, Shaffer ER, Guglielmo BJ. Impact of emerging technologies
on medication errors and adverse drug events. Am J Health Syst
Pharm 2003;60:1447-58.

2. Bates DW. Using information technology to reduce rates of 
medication errors in hospitals. BMJ 2000;320:788-91.

3. IT priorities. In: 14th annual HIMSS leadership survey. Trends in
healthcare information technology. Healthcare CIO: final report
[online]. Chicago (IL): Healthcare Information and Management 
Systems Society; 2003. Available at: http://www.himss.org/2003
survey/ASP/healthcarecio_final4.asp. Accessed 2003 Oct 8. 

4. Tucker SA. Analysis of impact of the Food and Drug Administration’s
proposed bar code label requirements for human drug products and
blood. In: Schneider PJ, editor. Proceedings of Bar Code Medication
Administration Forum; 2003 Apr 25; San Diego (CA). San Diego
(CA): Alaris Centre for Medication Safety and Clinical Improvement;
2003.

5. Bates DW, Gawande AA. Improving safety with information 
technology. N Engl J Med 2003;348:2526-34.

6. Hobbs G, Bauer J, Keillor A. New perspectives on the quality of
care: reducing medical errors through cultural change and clinical
transformation [online]. Medscape Money Med 2003;4(2). Available 
at: http://www.medscape.com/viewarticle/460061. Accessed 2003 
Aug 27. 

David U, MScPhm, is President and CEO, the Institute for Safe 
Medication Practices Canada (ISMP Canada).

Valentina Jelincic, BScPhm, is a Consultant with the Institute 
for Safe Medication Practices Canada (ISMP Canada). She is also 
president of Validus Consulting, Toronto, Ontario. 

e-mail: davidu@ismp-canada.org

ISMP Canada home page: www.ismp-canada.org

Saturday, January 31, 2004

High Park Curling Club

Toronto, Ontario

5:00 p.m.

Curling Anyone?
The Ontario Branch, CSHP invites you to its

Professional Practice Conference Curling Bonspiel. 

Come out and meet friends and colleagues from 
across the country and have some FUN.

Register EARLY as this event is limited to 50 people.

No experience is required.

Bus transportation will be provided from the hotel.

(Departing 4:00 p.m.)

$50.00 person
Early bird:  $40.00

if you register before Dec. 19, 2003
Includes dinner, ice rental, 

equipment, and prizes!
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